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DNS & DNSSEC
A Bird's-eye View

Section 1
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The Domain Name System
● Assigns numbers to names

● Huge network of caches

● Organized in a tree structure
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DNS-Resolver Authoritative DNS Server

for www.mozilla.org.

www.mozilla.org?

www.mozilla.org?

2606:4700::6810:2902

2606:4700::6810:2902
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Clients and DNS Resolvers

DNS-Resolver

www.mozilla.org?

2606:4700::6810:2902



Resolvers and Authoritative Servers

DNS-Resolver

Auth. DNS Server

for www.mozilla.org.

www.mozilla.org?

2606:4700::6810:2902

Auth. DNS Server

mozilla.org.

Auth. DNS Server 

org.

Root DNS Server

www.mozilla.org?

2606:4700::6810:2902



DNS Security Extensions: DNSSEC
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The State of DNS 
Security and 

Usability

Section 2
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Before we started deSEC, this is how I had to manage my DNS records



Another way to do it



When we started deSEC, this is how we 

were able to take over DNS zones and 

issue Let’s Encrypt certificates for a 

couple of zones hosted by affected 

providers



This is how we let US companies 

decide what’s acceptable speech 

and what is not



This is how a popular dynamic DNS 

service closed in 2014



Things That are Desperately Missing
● Usability

○ API access

○ Convenience features like search and replace

○ Flexibility in record types and TTLs

● Security

○ DNSSEC

● Organization

○ Data protection

○ European laws

○ Free open-source software

○ Low cost hosting

§ 24 Abs. 1 UrhG



deSEC:
DNS Hosting for 

Everyone

Section 3



Home Use: Permanently Free Dynamic DNS



Professional Use: Good-Looking Web Management App



Power Use: Easy API Access
● Open to everyone

● Only email-address needed

● Extensive documentation at 

desec.readthedocs.io

● Support for almost all 

record types and TTLs

● Automatic DNSSEC for 

everything

● Let’s Encrypt Support, 

TLSA tools, PGP key, etc. 

can be built on top

https://docs.readthedocs.io/


Live Demo 😱
Get Your Laptops Out

https://dnslookup.online
https://dnsquery.org/

https://dnslookup.online
https://dnsquery.org/


4%
of websites use DNSSEC

19%
of Internet users validate DNSSEC 

signatures



1%
of zones use DNSSEC

46%
of Internet users validate DNSSEC 

signatures

In Germany,Under .de.,



Global Delivery, Local Cryptography
● Global anycast network for 

rapid responses to queries

● Local storage of 

cryptographic keys



Organisational and Legal
● Based in Berlin

● All source code and discussions on 

https://github.com/desec-io/

● Not-For-Profit Verein

● Sponsoring for permanently free 

hosting is planned

● Built-in data protection

https://github.com/desec-io/


Things That We Can Fix
● Usability

○ API Access ✔
○ Convenience features like search and replace planned

○ Flexibility in record types and TTLs ✔

● Security

○ DNSSEC ✔

● Organization

○ Data protection ✔
○ European laws ✔
○ Free open-source software ✔
○ Low cost hosting ✔

§ 24 Abs. 1 UrhG



Technical Solution

Section 4



Public Interfaces: HTTP, DNS

desec.io ns⋯desec.io

DNS-Resolver

Query

Response



Internal Structure
desec.io ns⋯desec.io 🌍
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We’re Launching in 
July 2019



Thank You

https://desec.io/

https://github.com/desec-io/

Excited? Sign up for our mailing list at desec.io!

7 May 2019 · Crypto Meetup Berlin

deSEC

Dr. Peter Thomassen

Nils Wisiol

Donations kindly accepted: we take code and money

https://desec.io/
https://github.com/desec-io/
https://desec.io/


Discussion
● Abuse scenarios

○ Free, anonymous zones

○ Blocking in some applications on 

public-suffix level?

● Security of private user data and keys

● Threats in misconfiguration of DNS servers

● DDoS


